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Section 1 - Product Overview

Product Overview
Package Contents

D-Link DNS-323 2-Bay Network Storage Enclosure

CD-ROM with Manual and Software

Quick Installation Guide

Power Adapter (12V; 3A, 5V; 3A)

Power Cable Clip

CAT5 Ethernet Cable

Note: Using a power supply with a different voltage than the one included with the DNS-323 will cause damage and void
the warranty for this product.

If any of the above items are missing, please contact your reseller.

System Requirements

For best results, the following system requirements are recommended:

® Computer with: 1GHz processor /512 MB RAM / 200 MB available space / CD-ROM drive
¢ Internet Explorer version 6.0 or Mozilla Firefox 1.0 and above
® 3.5” SATA Hard Drive(s)

* Windows® XP (with Service Pack 2) or Vista®

D-Link DNS-323 User Manual 4



Section 1 - Product Overview

Introduction

The D-Link DNS-323 2-Bay Network Storage Enclosure shares your documents, photos, music, and videos across
the network and on the Internet (via FTP server) so family members, friends, or employees can access them. This
enclosure, which can hold two 3.5” SATA hard drives of any capacity’, creates a central network point for backing up
valuable files. The built-in RAID 12 mirroring technology protects these files from drive failure. Other options such as
Standard, JBOD, and RAID 0 are also available.

The DNS-323 shares files over the Internet via the built-in FTP server. Users and groups can be created and assigned
to folders with either read or read/write permissions. Quotas can be set per user or group to restrict space usage.
In addition, the DNS-323 can be used to stream photos, music, and videos to UPnP AV compatible network media
players?.

The included CD contains D-Link’s Easy Search Utility. This utility allows you to locate the DNS-323 on the network
and map drives to your computer. Backup software is also included on the CD. This software allows you to backup
your files from a computer to the DNS-323 manually, by a schedule, or in real-time. Real-time backups are a great way
to safeguard against unfortunate accidents that may result in the loss of important files.

Combining ease of use with practical and high performance features, the DNS-323 is an organized solution for any
network. Free up drive space on computers and centralize data on your network with the DNS-323 2-Bay Network
Storage Enclosure!

1 Hard Drive(s) not included.
2 RAID 1 mirroring requires the use of 2 internal SATA drives.
3 D-Link cannot guarantee full compatibility or proper playback with all codecs. Playback capability depends on the codec support of the UPnP™ AV media player.
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Features

The DNS-323 is designed for easy installation and allows remote access to important data via your local network or
the Internet.

Two Hard Drive Bays for 3.5” SATA Hard Drives of Any Capacity'

Simplified Hard Drive Installation Process — No Tools Required

Four Hard Drive Configurations: Standard, JBOD (Linear), RAID 0, and RAID 12

High Performance Gigabit Ethernet Connectivity (Up to 23/15MBps or 184/120Mbps Read/Write)?
Built-in FTP Server for File Access from the Internet

Built-in FTP Server Supports SSL/TLS

Built-in FTP server supports Unicode

Scheduled Downloads from Web or FTP Sites

Full or Incremental Backups

Real Time Backups With the Included Backup Software

Users and Groups Can Be Assigned to Folders with Read or Read/Write Permissions
Quotas For Users and Groups

Automatic E-Mail Notifications

Power Management for Conserving Energy and Extending Hard Drive Life

UPnP AV Server for Streaming Music, Photos, and Video to Compatible Media Players*
iTunes® Software will be able to automatically find and play music directly from the DNS-323
Built-in USB Print Server for printing from any PC on the Network

D-Link Easy Search Utility

Configurable by Web Browser

Supports Auto Rebuild and Manual Rebuild

Supports USB UPS, except for the Tripp Lite UPSes

Supports Jumbo Frames
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Section 1 - Product Overview

* Enables you to change from Non-RAID to RAID 1 configuration without losing data on the hard drives.
e Supports Bit Torrent

e Supports XBox 360 and Playstation 3

1 Hard Drive(s) not included.
2 RAID 1 mirroring requires the use of 2 internal SATA drives.

3 Speed results will vary depending on the benchmark utility, hard drive configuration, and the network environment used for testing.
4 D-Link cannot guarantee full compatibility or proper playback with all codecs. Playback capability depends on the codec support of the UPnP™ AV media player.
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Section 1 - Product Overview

Hardware Qverview
Front View

Power Button J

Drive Light J. Drive Light J

Network Activity LightJ

Power Button:
Press once to power on the DNS-323. Press and hold the button until it begins to blink to power down the DNS-

323.

Drive Lights:
These lights will be solid BLUE when drives are connected but inactive. The lights will blink when the drives are being
accessed, formatted or synchronized. They will illuminate AMBER if a drive has failed.

Network Activity Light:
The Activity Light will be solid BLUE when there is an Ethernet connection. It will blink to indicate LAN traffic.
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Section 1 - Product Overview

Rear Panel (Connections)

Drive Eject Lever '. Drive Eject Lever '

Ethernet Port '-

Power Receptacle } USB Port '

Reset Button
Power Receptacle:

The 12V 3A / 5V 3A power supply connects here.

Ethernet Port:
A Gigabit Ethernet port that connects the DNS-323 to a network.

USB Port:
USB Print Server port for connecting a USB printer.

Drive Eject Lever:
Use the levers to eject the hard drives. The front panel must be removed before ejecting the drives.

Reset Button:
A pinhole button located beside the Ethernet socket is used to reset the DNS-323 to the factory default settings.

Note: After resetting the unit’s configuration you will still have access to the data on your hard drive(s).
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Section 2 - Installation

Installation
Hardware Setup

This section provides unpacking and installation information for the DNS-323. Open the shipping carton for the
DNS-323 and carefully unpack its contents. To install the DNS-323 on your local network, refer to the steps below:

4

1. Access the drive bays by sliding the faceplate
up until it unlatches from the device.

2. Once the faceplate is unlatched, pull it off the
device, exposing the drive bays.
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Section 2 - Installation

3. Insert a 3.5” SATA hard drive into each
available drive bay. Make sure to align the
drive connectors to the SATA connectors on
the bottom edge inside the drive bay of the
DNS-323. Gently push the drive in until it
connects. When a drive is inserted properly,
you will feel it “seat” into the connector. Some
hard drives that are thin or oddly shaped may
need to be guided carefully into position. If a
drive is not properly seated, the light will not
illuminate after powering on the device.

4. Attach the faceplate to the front of the
device.
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Section 2 - Installation

5. Connect an Ethernet cable to the available
Ethernet port. This cable should connect
the DNS-323 to your local network via a
router or switch, or directly to a computer for
configuration.

6. Connect the power adapter to the power
receptacle.

7. Connect a USB printer. (Optional)
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Section 3 - Configuration

Network Storage
Device

Refresh

Configuration

Language

BitTorrent

LAN

Apply
Drive Mapping

Available Drive
Letters

Exit

Configuration
Easy Search Utility

When first powered on, during the initial boot sequence, the DNS-323 will wait to be assigned an IP address via DHCP. If it
does not receive an assigned IP address, by default it will have a self-assigned IP address of 192.168.0.32. It is recommended
to use the included D-Link Easy Search Utility when accessing and configuring the DNS-323 for the first time. If you want to
change the IP address before logging in or are unable to connect to the DNS-323 IP address, you can use the Easy Search
Utility provided on the product CD to locate the device on your network and make any needed changes.

The Easy Search Utility displays all available DNS-323
devices on the network here.

Refresh the device list.

Click Configuration to access the Web-based utility of
the DNS-323.

Click Language if you wish to store non-English character
files. Refer to page 74.

Click BitTorrent to use the built-in BitTorrent manager to
upload and download Torrents. Refer to page 59.

Configure the LAN Settings for the DNS-323 here.

Click Apply to save and activate the changes to the LAN
Settings.

Volumes available for mapping are displayed here.
Choose an available drive letter. Click Connect to map
the selected volume. Click Disconnect to disconnect the

selected mapped volume.

Click Exit to close the utility.

ID D-Link Easy Search Utility

Metwark Storage Device

Matme P
dlink-ADOF &3 192.168.0.32

Available Drive Letters

H: -

“olume Name Location

D-Link DNS-323 User Manual
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Section 3 - Configuration

Getting Started

To run the Easy Search Utility, insert the DNS-323 CD into your CD-ROM drive:

i 2-BAY NETWORK STORAGE ENCLOSURE

Click Easy Search Utility. '

Highlight an available DNS-323
and click Configuration to access
the web-based utility.

Available Drive Letters

H: -

Wolume Mame Location
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Section 3 - Configuration

The Login screen will appear:

Type admin for the username and Wt s
leave the password field blank. Password:

Configuration ] [ Downloads ]

STORAGE

Click Configuration

—d

When logging into the DNS-323 for the first time, you will be asked to choose a drive configuration type and format the
drives.There are four configuration options: Standard, JBOD, RAID 0 and RAID 1. Standard configures each disk as
a separate volume, while JBOD combines both disks into a single volume, as well as RAID 0 and RAID 1. See page
47 for more details on using the RAID configurations.

Note: All data will be erased during the format process.
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Section 3 - Configuration

When prompted to configure the Hard Drive Settings:

(e = [ ]
? DNS-323 - Windows Intemet _

€ | http://192.168.0.100/web/formatHD/ raid_wizardl.asp

Select the configuration type of your hard drive,
Standard, JBOD, RAID 0 or RAID 1.

Select a RAID type: @ Standard (Individual Disks)
(21 1BOD (Linear - Combines Both Disks)
() RAID 0 (Striping - Best Performance)
() RAID 1 (Mirroring - Keeps Data Safe}

| | vendor Model Serial Nurber Size
Hitachi HDS721010KLA330 | GTIO00PAG2KL2C 1000 GB
I Hitachi HDS721010KLA330 | GTIO00PAG2GVSC 1000 GB

Copyright 2004-2006 D-Link Systems, Inc.
[# @ Internet | Protected Mode: On H100% v

Microsoft Internet Explorer

A warning message informing you that your drives
will be formatted and all data will be erased. Click
OK to continue.

\‘\!fJ ¥ou are about to re-format the hard driveds). Al data will be erased, Do ywou wish to continue?

[ o | ’ Cancel
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Section 3 - Configuration

When formatting of the drive completes, the DNS-323
will prompt the user to restart.

@ dlink-883C61 - Windows Internet Explarer =

| @) http//192.168.0.32/web/formatHD/raid_wizardd.asplid=1088089 -

| »

Volume Name File System Format Result

Volume_1 EXT2 SUCCESS

Volume_2 EXT2 SUCCESS =
>

Press the Restart button to
restart the DNS-323

=

Copyright © 2008 D-Link Comoration/D-Link Systerns, Inc.

microsoft Internet Explorer

\‘5) Please wait a minute while the DNS-323 is restarted before logging in again,

} | (8]% | [ Cancel

Press the OK button to restart
the device.

D-Link DNS-323 User Manual
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Once the drive completes formatting, the DNS-323 will prompt the user to restart. A restart countdown screen will
appear. When restart is complete, a login screen will appear:

The DRS-323 rs estanting. Pleass wail & moment

Press OK to restart the DNS-323. ) | b ]

—

Type admin for the username and
leave the password field blank.

lUser Name : adrmin

Password :

Click Configuration ' [ Configuration ll Downloads ]

STORAGE

Note: After logging in to the DNS-323 for the first time it is recommended to add a password to the admin account.
(See p. 39 for details.)
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After logging in, you will be redirected to the DNS-323 web UI:

DNS5-323 | SETUP | ADYANCED TOOLS STATUS SUPPORT

ErT—
WD) WIZARD SETTINGS : R

The DMS-323 2-Bay Metwork Storage Enclosure provides a convenient and safe location on the
netwaork for storing data and media. The Setup Wizard will let vou adjust basic settings for your
device,

D-Link DNS-323 User Manual
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Section 3 - Configuration

Web Ul

The DNS-323 web Ul defaults to the Setup page. The main categories for configuration are located in the menu tabs
at the top of the page. These categories include:

e Setup - Contains the DNS-323 setup wizard, as well as the LAN configuration settings and device
settings.

* Advanced - Allows the DNS-323 administrator to configure users, groups of users and their storage
quotas. The UPnP AV server, iTunes server, FTP server, LLTD, and DHCP server settings are all
contained here as well.

* Tools - Contains configuration options for the Admin account, time and system settings, and e-mail
alerts. Settings for Power management, RAID configuration, and DDNS are also available from the Tools

page.
e Status - Contains a summary of DNS-323 information.
e Support - Contains the DNS-323 help files.

* Logout - Clicking this button will logout the admin and end the DNS-323 configuration session.

These pages and their configuration options will be discussed in detail in the following pages of this manual.
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Section 3 - Configuration

Setup
Wizard

The DNS-323 has a setup Wizard that allows you to quickly configure some of the basic device settings.

When running the DNS-323 setup wizard, the
welcome screen details the five steps of the wizard.
Click Next to continue.

It is recommended you set an admin password
here. Enter the new password and re-enter it for
confirmation. Click Next to continue.

B
DN5-323

Welcome to the DME-323 Setup Wizard, The wizard will guide you through
these five quick steps. Begin by clicking on Next.

D-Link

1. Set Password

2. Choose Time Zone

3. Set LAM Connection Type
4. Set Additional Information

3. Restart
[exk I Exit I
Copytight 2004-2006 D-Link Systermns, Inc,
. B
D-Link '
DN5-323

SET PASSWORD:

ou may change the admin account password by entering in a new
pazsward, Click Next to continue,

Mewy Password |
Confirrn Password |

Back | mext | Esit |

D-Link DNS-323 User Manual
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Section 3 - Configuration

Set the appropriate Time Zone and Daylight Savings
Time. Click Next to continue.

Edit or change the DNS-323 LAN information or keep
the current settings. Click Next to continue.

Select the appropriate time zone for your location and click Next to continue.

Time Zone

({GMT-08:00) Pacific Time {US &Canada);Tijuana -

Daylight Saving Time MNone

Select your connection type and fil out the IP information if necessary,
Click Next to continue.

" DHCP Client
@ Static [P
1P Address |192.168.D.32

Subnet Mask |255.255.255.0

Gateway 1P Address |192.168.D.1
DMS1 I
OMS2 I

Back. I Mk | Exit |

D-Link DNS-323 User Manual
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Section 3 - Configuration

Enter your workgroup, name and description for the
DNS-323, or leave the default values and click Next
to continue.

When the wizard completes, click Back to go back
and make changes or click Restart to restart the
DNS-323 and save the configuration.

Enter your Workgroup, Marme, and Description for the DMS-323 if necessary,
Otherwise you may accept the default values and click Next to continue,

Warkgroup Iworkgroup
Marme |d|ink—ADD4C1
Description |DNS-323

Back | Mext || Ext |

The Setup Wizard is complete, Click Back to review and make maore changes, Click
Completed to save the current settings,

[ Back H Completed H Exit ]

Copyright © 2008 D-Link Corporation/D-Link Systems, Inc,

D-Link DNS-323 User Manual
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Section 3 - Configuration

When the login prompt appears, login using the new
administrator password. Click Configuration.

Llser Mame:

Password:

DN5-323

[ Configurakion ] [ Downloads

]

STORAGE

D-Link DNS-323 User Manual
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Link Speed

DHCP Client

Static IP

Jumbo Frame
Settings

The LAN Link Speed is set to Auto
by default, but can be manually set
to 100Mbps or 1000Mbps.

Selecting DHCP Client will cause
the DNS-323 to obtain an IP address
from the local DHCP server.

Selecting Static IP requires you to
assign the IP information for the
DNS-323 manually.

Click the Enable radio button
next to Status to enable jumbo
frames.

WIZARD
LAM
DEVICE

LOGOUT

LAN

The Local Area Network settings for the DNS-323 are configured on the LAN page.

" LAN SETTINGS :

The LAN Settings allows you to configure the Link Speed and to configure the IP address as a

DHCP client or Static IP.

Enabling Jumbo Frames allows you to increase the Frame size from 3,000 to 9000 bytes which
increase network throughput and performance. Standard Ethernet Frames are 1,500 bytes in

size.

[ Save Settings ] [ Don't Save Settings ]

LAN SETTINGS :

Speed 1000 Mbps

Link Speed @ Auto 100

) 1000

@ DHCP Client
) Static IP

IP Address :
Subnet Mask :
Gateway :
DMSED :

DNS2 @

192.168.1.1

Status :

JUMBO FRAME SETTINGS :

' Enable @ Disable

Firmware Version: 1.06

D-Link DNS-323 User Manual
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Device

The device settings page allows you to assign a workgroup, name and description to the DNS-323.

Workgroup

Name

Description

Assigns a workgroup name to the
DNS-328.

Assigns a unique name to the
DNS-323. The name can be used to
accessthedevicefromawebbrowser
instead of using the IP address.

For example: http.//dlink-xxxxxx

This is useful if there are more
than one DNS-323 in the network.
By default the device name is
dlink-xxxxxx, where xxxxxx is the
last six digits of the MAC address.

Assigns a device description to the
DNS-328.

Product Page:

DN5-323‘!-| SETUP | ADYANCED TOOLS STATUS SUPPORT
W ) inks..

Helpful
D an ac

DEVYICE SETTINGS :

Enter a workgroup, name, and description,

Save Settings ] [ Don't Save Settings ]

Worgroun
Mame DMNS-323
Description ChS-323

D-Link DNS-323 User Manual
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Advanced
Users and Groups

The DNS-323 supports up to 64 unique users. The users can be added to a group, or individually. The users and

groups are created to allow access to specific folders on the DNS-323, via FTP or your local network.

User and Group
Creation

List of All Users

Users in Group
List

This section contains required attributes for a new
user or group. Including User Name and Password
or Group name.
If creating a new user carry out the following steps:
. Click the User radio button.
. Type in a User Name, Password and
Confirm Password in the relevant
fields.
If creating a new group carry out the following
steps:
. Click the Group radio button.
. Type in a Group name in the Add
New Group text box.
. Click the Add button to finish creating
the group

Displays the list of users that you may assign to the
selected group.

Displays the current status of the quota feature. The
quota function can be enable or disabled here.

To add a new user to the selected group, click the
user then click the Add>> button.

To remove a user from the group, click the user and
then click the <<Remove button

USERS { GROUPS ;
This siction sl yous 10 criabe o anags uiie el group scocerts, Thens e i for wiey
for sppcified

o ancd poadd | wekn evinges fiokdar o the refwork s, of 1o sabup FTR
St ol priviege,

1L B B Ly e 10 Qroagn Can B critecd

Lk P
Farmwornd

Confrm Patfwond |

Lt of o usert

—'t Charge P M; Delate

D-Link DNS-323 User Manual

27



Section 3 - Configuration

Quotas

The DNS-323 supports storage quotas for both groups and individual users. Assigning a quota to a group or user will
limit the amount of storage they are allocated. By default, users and groups do not have a quota.

User Quota  User quotas are displayed here. — |iEais
Settings  Quotas can be edited by clicking
on the notepad icon.

Group Quota  Group quotas are displayed here,

Settings Quotas can be edited by clicking Lo Helpful Hints.

. QUOTA SETTINGS :
on the notepad icon.

This section allows you to assign a quota to a group or user to limit the amount of storage they
are alocated. By default, users and groups do not have a quota.

Quota Status  Displays the current status of the
quota feature. The quota function
can be started or stopped here.

USER QUOTA SETTINGS :

[ no. user Mame | Used [ Lirnit [ Edit ]

GROUP QUOTA SETTINGS :

[ mo. [Group Name [ Used [ Lirnit | Edit ]

QUOTA STATUS :

Status:  Stopped
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Configuring Quotas

By default, all users and groups are displayed in the Quota Settings page. Users and groups are automatically listed
on this page, and cannot be deleted. The default quota setting is “Unlimited”.

To add a quota:

Click the notepad icon of the user I

QUOTAS SETTINGS :

USER QUOTA SETTINGS :

Assign hard drive space quotas for users or groups.

Mo. | User Name

Volume_1

Volume_2

lJsed

| Lirnit

Used | Lirnit

Edit

1 [wista

unlimited

unlimited

—> ]

you want to add a quota to. ;

Set a quota amount (MB) for the |

QUOTAS SETTINGS :

Assign hard drive space quotas for users or groups.

USER QUOTA SETTINGS :

user and click Apply. '

User Name vista
Volurme_1 Quota Amount 20000 MB
Volume_2 Quota Amount 15000 MB
»
b [l LJsmeu:l1llIrl:l|urlnﬂ_1 Limit leau:lﬁl{murlﬂﬂ_2 Tl
1 | vista unlirmited unlimited ]
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The user, their amount of storage
used, and their storage limit are
displayed.

Click Enabled to turn quota |

USER QUOTA SETTINGS :

Mo. | User Name

Volume_1

Volume_2

Used

Lirnit

Used

Lirnit

Edit

1 |wvista

0 MB

20000 MB

0 MB

15000 MB

GROUP QUOTA SETTINGS :

Ma. | Group Mame

Volume_1

Volume_2

Used

Lirnit

lJsed

Lirnit

Edit

QUOTA STATUS :

Status: Stopped

monitoring on. J

=3

QUOTA STATUS :

Once enabled, the status will _ ;
change to Started. Status:  Starte

| Disabled |

D-Link DNS-323 User Manual
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Network Access

The Network Access settings allow you to assign users and groups to specific folders or volumes. By default, all
volumes are open to anyone on the local network with read/write access. Before specific user or group rules can be
created, the default rules must be deleted.

Network Access Assign permissions for users and
Settings  groups on the local network.

Category Determines whether the access rule

wil apply to'a group or individual —

user. Helpful Hints..
NETWORK ACCESS SETTINGS : _
User / G r(]up Se | eCt th e user or g rou p fO r th e . - This section allaws you to assign access rights for users and groups to a specific folder or
volumnes, By default, all volumes are open to anyone on the local network with read)iwrite
access rU|e or yOU can SeleCt A" g access, Before specific user or group rules can be created, the default rules must be deleted.

Accounts.

[ Save Settings ][ Don't Save Settings ]

NETWORK ACCESS SETTINGS :
Folder Browse to open and select the

[ i Cat Ouser O
folder or directory you are controlling e User ) Group

access to User [ &l accounts

) Folder | |[ Browse
Permission Set the user or group permission to Permission

Read Only or to R/W: Read/Write. oplocks

[T M hi s W
Oplock Opportunistic locks (oplocks) are a e
characteristic of the LAN Manager comment [ ]
networking protocol implemented in

the 32-Bit Windows family. Oplocks ETTTTR Y SEEESS LIET -
are guarantees made by a server for
a shared logical volume to its clients.
These guarantees inform the Client or voume et AL o
that a file’s content will not be allowed volume_1  Volume_1 AL

to be changed by the server, or if
some change is imminent, the client
will be notified before the change is
allowed to proceed.

Map
Share Path User,‘GrDUD Comment OD|DCkS archive R’r i
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Oplocks are designed to increase network performance when it comes to network file sharing however when using file-
based database applications it is recommended to set the share oplocks to No (off).

Map Archive By default, Windows Vista® has Oplocks enabled and can not be disabled. If you are having network performance issues
with applications sharing files from the DNS-323 you may try to improve performance by setting Oplocks to No (off).

comment When enabled, the file attribute "Archive” will be copied as the file is being stored on the DNS-323. Certain backup software
attach this attribute to files that are being stored as backups.

Network Access Enter a comment for reference or description of the rule.
List

Lists all defined access rules.
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FTP Account
Settings

Category

Folder

Permission

FTP Server
Settings

FTP Access
List

Server Status

FTP Server

The DNS-323 is equipped with a built in FTP Server, which is easy to configure. It allows users access to important
data whether they are on the local network or at a remote location. The FTP server can be configured to allow user
access to specific directories, and will allow up to 10 users to access the DNS-323 at a time. For improved security,
the DNS-323 supports use of an FTPS client, such as SSL/TLS, to encrypt both the password and the data. The
DNS-323 supports FireFTP, a cross-platform FTP client for Mozilla Firefox users. See the Using FireFTP section on
page 81 for more information.

This section contains the user and group
configuration settings for access to the FTP
folder to the DNS-323.

Determines whether the FTP server rule will
apply to an individual user or a group.

Browse to open and select the folder or
directory you are granting FTP access to.
Select root to grant access to all volumes.

Set the user or group permission to Read
Only or RW: Read/Write.

This section contains the configuration
settings for the DNS-323 FTP Server.

The FTP access for users and groups can
be added and edited here.

Displays the current status of the FTP
Server.

This gaction contans: the confgurabon sttngs for the buld in FTP merver, The merver & aasy bo
conficurn ancd slcne Lg B0 10 s 1o acces 1he s ocally o emctely St e G B,

2 {1=10 Mrates)
Pt 21 (100 b SR, ARG to CKKE, BRSO to A5ETS, Dol 25)
P Cirrtred Disrdrmibed " 10 KB

Chent Language | Lneesds w Aoty Carel

nne : Readpwene lasad orty [ daacdity sattngs Wipeete
Lisg ' Fop R

FIP GERYER STATUS |

| Stop FTR Server
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User/Group Select the group or user the FTP
server rule will apply to.

Folder Browse to and select the folder or
directory you are granting FTP access
to. Select root to grant access to all
volumes.

Permission Set the user or group permission to
Read Only or R/W: Read/Write.
Max User Sets the maximum amount of users
that can connect to the FTP server.
Idle Time Sets the amount of time a user
can remain idle before being
disconnected.
Port Sets the FTP port. Default is 21.
Flow Control ~ Allows you to limit the amount of

bandwidth available for each user.
Client Language Most standard FTP clients like
Windows FTP, only support Western
European codepage when transferring
files. Support has been added for non
standard FTP clients that are capable
of supporting these character sets.

FTP Access List Lists all defined FTP Rules.

FTP Server Settings

FTP SERVER SETTINGS :

Max User 10 -
Idle Time 2 (1~10 Minutes)
( 1~65535,Default:21)

@ Unlimited © % 10 KBs

Port 21

Flow Control

Client Language  \Western European

| Apply | | Cancel |
FTP ACCESS LIST :

ﬁ:ﬂ,ﬂﬁ! : Read/\Write :_]:Read Only J:Mndrﬁf settings lr.'li:DeIete
User/Group RIW

M 46

Path
DM5-323_SHARE

danonymaous
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If you are behind a router, you will need to forward the FTP port from the router to the DNS-323. Additional filtering
and firewall settings may need to be modified on your router to allow FTP Access to the DNS-323 from the Internet.
Once the port has been forwarded on the router, users from the internet will access the FTP server through the WAN
IP address of the router.

If you are using a D-Link router, such as the WBR-2310 used in the example below, your port forwarding rule should
be similar to the following:

Name Name the DNS-323 FTP server Product Page: wer-2310 Hardware Wersion: A1 Firmwa

rule.

IP Address Enter the IP address of the
DNS-323.

Public Port  Enter the public FTP port. By ; _ ! S —
default, the port is 21. P | R s e e e

T online services such as FTP or Web Servers,

Private Port Enter the private FTP port. By Rl A | covccttincs ) [ont ave Settings |

default, the port is 21. LTS
) . . " : Traffic el
Traffic Type  Set the traffic type to TCP. AOVANCEDNETWRK | e | TR

Marne Public
DMS-323_FTP Application Mame 21

TCP [a] always v

IP Address Private
192,168.0,32 Computer Mame 21

Marne Public
Application Mame

IP Address Private
Computer Mame

Bways v

If you use an FTP port other than 21, then users accessing the FTP server using an FTP client will have to
specify the non-standard port, and users who are using a browser will have to specify the port in the URL
(e.g. ftp://ftp.dns323.com:3000, where the FTP port is 3000).

D-Link DNS-323 User Manual 35



Section 3 - Configuration

UPnP AV Server

The DNS-323 features a UPnP AV Server. This server provides the ability to stream photos, music and videos to UPnP
AV compatible network media players. If the server is enabled, the DNS-323 will be automatically detected by UPnP
AV compatible media players on your local network.

UPnP AV Select Enable or Disable to enable
Server or disable the DNS-323 UPnP AV
server.

Folder Specifies the folder or directory
that will be shared by the UPnP AV
server. Select root to share all files
on all volumes, or click Browse to
select a specific folder.

Refresh Click the Refresh button after
adding new files to be used by
UPnP AV compatible devices.

SETUP ADVAHCED TOOLS STATUS SUPPORT

FTP SE
UPnP AV SERVER

iun

LOGOUT

UPNP AV SERVER SETTINGS :

This section allows you to configure the UPnP AV server function. You can enable or disable the
UPnP AV server function, and specify the folder or directory that wil be shared.

The DMS-323 will automatically scan for file updates when content is added or deleted from the
available folders. You can also click the "Refresh” button to manually scan for file updates.

[ Save Settings ] [ Don't Save Settings ] [ Refresh ]

UPnP AV SERVER SETTINGS :
UPNP AV Server @ Enable ) Disable

Falder [¥] Root
DMS-323_SHARE
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iTunes Server

The DNS-323 features an iTunes Server. This server provides the ability to share music and videos to computers on
the local network running iTunes. If the server is enabled, the DNS-323 will be automatically detected by the iTunes
program and the music and videos contained in the specified directory will be available to stream over the network.

iTunes Server Select Enable or Disable to enable
or disable the DNS-323 iTunes
server.

Folder Specifies the folder or directory that iTunes SERVER SETTINGS :
will be shared by the iTunes server.

This section allows you to configure the iTunes server function. You can enable or disable server

SeleCt root to Share a” flleS on a" Lot i function, set the password for the service, and specify the folder or directory that wil be

shared.

volumes, or click Browse to select
The DNS-323 will automatically scan for file updates when content is added or deleted from the

a SpeC|f|C fOIder iTunes SERVER available folders. You can also click the "Refresh” button to manually scan for file updates.

DHCP SERVER.

| Save Settings ] [ Don't Save Settings | | Refresh ]

Password Sets password for the iTunes

server. (Optional)

iTunes Server @ Enable ) Disable

Refresh  Click Refresh after adding new files
to be used with iTunes. Folder Root

DNS-323_SHARE

Password

D-Link DNS-323 User Manual 37



Section 3 - Configuration

After enabling the iTunes server on the DNS-323, launch iTunes. When iTunes detects the DNS-323, select it and you
will be prompted to enter the iTunes server password if required.

Select the DNS-323. When
prompted, enter the iTunes server
password. Click OK.

& o et = |
} i e
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i Bty Zebced
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Media stored on the DNS-323 will

s T At ) R = Py Bugking
. . . 1wy CE (] ) Adriwah [ FTF o a
be available for use in iTunes. }m O b wes OGmage i
Eag——— o e o VAN Bty O i O e :I
- e o P o L vees—y O et &S O P |
o Recrtsy Ricded o vy o T ke o CUF Aoty D G Adnp o Fon i
R # Pl a LE-N G Gk g 8 ok | |
& op s e Paved @ W O Do La] W Aaramrih [ =23 1 O R ']
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The DNS-323 can be used as a DHCP Server.

DHCP Server

As a DHCP server, it can be used to serve |IP addresses to other

devices on your local network. However, this feature should not be enabled if you already have a DHCP server, such
as a router on your local network.

DHCP Server

Starting IP
Address

Ending IP
Address

Lease Time

DHCP Client
List

Click the Enabled or Disabled
radio button to enable or disable
the DNS-323 DHCP server.

Enter the starting IP address for the
range of addresses assigned by the
DHCP server.

Enter the ending IP address for the
range of addresses assigned by the
DHCP server.

Sets the duration of time that an IP
address will remain assigned to a
device.

Displays the Hostname, IP address,
MAC address and Expired Time
of the clients that have received
a DHCP address from the
DNS-323.

iTunes S
DHCP SERVER
LLTD

LOGOUT

'DHCP SERVER SETTINGS :

This section allows you to enable the built-in DHCP server to issue IP addresses to devices on your

local network.

[ Save Settings ] [ Don't Save Settings ] [ Refresh

DHCP SERVER :

DHCP Server : ) Enable @ Disable
Starting IP Addrass @ | 122 162.0.2

Ending IP Address: |192 165.0.254

Lease Time :

Host Name IP Address MAC Address Expired Time
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LLTD

The DNS-323 supports LLTD. LLTD stands for Link Layer Topology Discovery and is used by the Network Map
application that is included in Windows Vista®.

LLTD Click the Enable or Disable radio
button to enable or disable the
DNS-323 LLTD service

/ SETUP ADVANCED TOOLS STATUS

IR

This section allows you to enable or disable LLTD support.

[ Save Settings ] [ Don't Save Settings ]

@) Enable @ Disable
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Tools
Admin Password

The Admin menu allows you to set a password for your admin account. It is recommended to set a password when
first configuring the DNS-328.

User Name Theadministratorusernameisadmin,
and this cannot be changed.

Password Enter the current password. (Leave
this blank if you have not set a
password yet.)

~ ADMINISTRATOR SETTINGS :

This section allows you to set a password for your admin account.

New Password Entel’ a new password : By default there is no password configured. It is highly recommended to set an admin password

to keep your device secure.

AMAGEMENT

l Save Setlings ] [ Don't Save Settings ]

Confirm  Enter the new password again for
Password confirmation. ADMINISTRATOR SETTINGS :
LoGouT User Name : admin
Password :
New Password :

Confirm Password :

Click Save Settings to save the new password.
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The DNS-323 Time page contains several different options for setting the device’s internal clock. It is important to set

Time

an accurate time so that backups and downloads can be accurately scheduled.

Time Zone

Daylight Saving
Time

NTP Server

Set The Date
Time Manually

From My
Computer

Select your time zone from the
drop-down menu.

Available Daylight Saving Time
options are None, USA, or EU
(Europe).

Select the appropriate option and
click Set Time.

Network Time Protocol (NTP)
synchronizes the DNS-323 with an
Internet time server.

D-Link provides two time servers
for your convenience. Choose the
one closest to your location.

This option allows you to set the
time and date manually.

Enter the appropriate time and date
and click Set Time.

ADMIN PASSY
TIME

FIR E

E-MAIL ALERTS

AMAGEMENT

LOGOUT

AR Ot TONES

The Time configuration option allows you to configure, update, and maintain the correct time on
the internal system clock. From this section you can set the time zone that you are in and set the
NTP (Metwork Time Protocol) Server to periodically update your system time from the NTP Server.
You can also copy your computer's time as the system time.

Current Time : 09:38:19 11/07/08

Current Time Zone : (GMT-08:00) Pacific Time (US & Canada); Tjuana

[ Save Settings I [ Don't Save Settings ]

TIME CONFIGURATION :
Time Zone @ (GMT-08:00) Padfic Time (US & Canada);Tijuana
Enable Dayliaht Saving : [¥]

Daylight Saving Time :  USA

NTP Server :

Enable NTP Server : |

MNTP Server : ntp 1.dlink.com = .Select.NTP Server w

SET THE DATE AND TIME MANUALLY :

Date and Time :

Month |11 ~|Day |07 ~ | Year| 2008 -

Hour |0% - |Minute |33 ~|Second |17 -
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The DNS-323 System menu provides options for system restarts, saving and loading configuration settings, and setting

idle times.

Restart

Restore
Defaults

Shutdown

Configuration
Settings

Idle Time

Click Restart to reboot the
DNS-323.

Click Restore to reset the DNS-323
to its factory default settings. This
will erase all previous configuration
changes.

Click Shutdown to turn off the
DNS-323.

Click Save to save the current
DNS-323 configuration settings to
a file on the local computer. If at a
later time you need to reload this
configuration after a system reset,
browse to the file and click Load.

Enter the time (in minutes) that
the administrator will be allowed
to remain idle while accessing the
DNS-323 configuration settings or
that users will be allowed to remain
idle while accessing the download
schedule settings.

Click Apply to save the settings.

System

FIRMWARE

E-MAIL ALERTS

POWER MANAGEMENT

SYSTEM SETTINGS :

The Systern Settings section allows you to restart the systemn, shutdown the system, or restore
the device to the factory default setting. Restoring the unit to factory settings wil erase all
settings, including any rules that you have created.

The current system settings can be saved as a file onto the local hard drive. The saved file can be

uploaded into the unit.

RESTART :

System Restart.

DEFAULTS :

Restore To Factory Default Settings.

SHUTDOWN :

System shutdown.

CONFIGURATION SETTINGS :

Save Configuration Settings.
Load Configuration Settings.

IDLE TIME :

Config Inactivity Timer

Download Schedule Inactivity Timer

10 (Minutes)

1 (Minutes)
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Firmware

The DNS-323 Firmware menu makes it simple to check for new firmware releases and upload them to the device.

Firmware This section provides a link to
Upgrade check for new firmware on the
D-Link support website.

DN5-323 // SETUP ADVANCED TOOLS STATUS
RD .

RERIWARE AERRODE.

If a new firmware is available, |y
download the file to your local [e=
Computer_ SYSTEM A new firmware upgrade may be available for your DN5-323. It is recommended to keep your

DNS-323 firmware up-to-date to maintain and improve the functionalty and performance of
FIRMWARE your storage device.

Click D-Link Support Page to check for the latest available firmware.

Current This section provides information

. _ e To upgrade the firmware on your DNS-323, please download and save the latest firmware
Flrmwal‘e In'o a b ou t t h e curre nt D N S 3 2 3 il | /crsion from the D-Link Support Page to your local hard drive. Locate the file on your local hard
ﬁrmware drive by clicking the Browse button. Once you have found and opened the file using the

browse button, click the Apply button to start the firmware upgrade.

. . . Appl Cancel
When upgrading the firmware, click
Browse to select the new firmware

file on your local Computer. Current Firmware Version : 1.06
Firmweare Date : 10/20/2008
Click Apply to begin the firmware ol
upgrade process.
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drive status conditions. These alerts can prove helpful with the management and safeguarding of important data.

E-mail Alert This section contains the
Settings configuration settings for the
your e-mail account and alert

preferences.

Once configured, use the Test
E-Mail button to send a test
e-mail and confirm your settings
are correct.

Alert Types This section contains the alert
options and their configuration
settings.

E-Mail Alerts

With the DNS-323 E-Mail Alerts, you can configure e-mails to be sent alerting you to certain operational conditions and

E-MAIL ALERTS
/ER. MAMAGEMENT

: E-MAIL ALERT SETTINGS :

LOGOUT

This section allows you to configure e-rmail to be alerting you to certain operational conditions
and drive status conditions. These alerts can prove helpful with the management and
safeguarding of important data.

[ Save Settings ] [ Don't Save Settings ] [ Clear Saved Settings ]

Login Method : @ Account @) Anonymaus
User Mame : d.linkss
Password : sssssess

SMTP Server : smtp.gmail.com

Sender E-mail : |d.linkss@amail.com

Receiver E-rmail : [zaron.campbell@vzw.blackbe

Test E-Mail

ALERT TYPES :

[[] Space Status Intervalk 0 ~ (Hours) 0 w (Minutes)

[T one Of The Volumes Is Full

[T One Of The Hard Drives Has Failed

[] The Administrator Password Has Been Changed
[T] Firmware Has Been Upgraded

[] System Temperature Has Exceeded Fahrenheit ~ 140 °F
Enabling this feature wil cause the DNS-323 to shut down after the selected

temperature is exceeded and an e-mail is sent.
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Login Method

User Name

Password

SMTP Server

Sender E-Mail

Receiver
E-Mail

Test E-Mail

Select either Account or Anonymous.
Choosing Anonymous does not require
a User Name or Password.

Enter the appropriate user name for
your e-mail account.

Enter the appropriate password for
your e-mail account.

Enter the IP address or domain name
of your outgoing mail server. If you
are unsure of this value, contact your
e-mail provider.

Enter the “from” e-mail address
(e.g. alerts@dns323.com). This
field does not require a valid
e-mail address. However, if your
e-mail client is filtering spam, make
sure you allow this address to be
received.

Enter the e-mail address that will
receive the alerts. This address must
correspond with the SMTP server
configured above.

Click the Test E-Mail button to send
a test alert and confirm your settings
are correct.

E-Mail Alert Settings
| EMAILALERTSETTINGS:

E-MAIL ALERT SETTINGS:

Login Method © & Account © Anonymaous
User Mame :
Fasswaord
SMTF Server
mender E-rail

Receiver E-mail :

Test E-Mail

Login Method : O Account & Anonymous
SMTR Server
Sender E-mail

Receiver E-mail ;

Test E-Mail

E-MAIL ALERT SETTINGS:
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Space Status

A Volume Is Full

A Hard Drive Has
Failed

Administrator
Password Change

Firmware
Upgraded

System
Temperature
Exceeded

Select an interval in hours and minutes
to have a status of space remaining
on the drives e-mailed.

An alert will be sent when the hard
drive is full.

An alert will be sent if a critical error
occurs on one of the drives.

An alert will be sent if the admin
password is changed.

An alert will be sent if the firmware is
upgraded.

An alert will be sent if the DNS-323
device temperature exceeds the set
threshold. After the alert has been
sent, the DNS-323 will power off for
safety.

E-Mail Alert Types

ALERT TYPES :

[] Space Status Interval: |0 & |(Hours) [0 % (Minutes)
L] & wolume Is Ful

[ & Hard Drive Has Failed

[] The aAdministrator's Password Has Been Changed

L] Firmweare Has Been Upgraded

[] sSystern Ternperature Has Exceeded Fahrenheit s 140 | °F

Enabling this feature will cause the DMS-323 to shut down after the selected
ternperature is exceeded and an e-mail is sent,
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Power Management

The DNS-323 Power Management feature allows you to configure the drives to shut down while power remains constant
to the device. The drives will power up again when data is accessed.

HDD EnableorDisable Power Management
Hibernation ©On the DNS-323 by cIicking the
appropriate radio button.

' POWER MANAGEMENT :
Turn off Hard  Set the amount of time before idle
Drives drives will shut down.

This section allows you to enable or disable the Hard Drive Hibernation.

FIRMWARE

[ Save Settings ] [ Don't Save Settings ]

E-MAIL ALERTS

CIICk Apply to save the Settlngs or POWER. MANAGEMENT HARD DRIVE HIBERBATION SETTINGS :
Don’t Save Settings to discard the [
Changes. DDNS

LOGOUT

HDD Hibernation : @ Enable () Disable

Turn Off Hard Drives :  After Sminutes =
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RAID

The DNS-323 supports four different disk configuration types: Standard, where each drive is a unique volume, JBOD,
which combines both drives in a linear fashion to create one volume, as well as RAID 0 and RAID 1.

When RAID 1 is used, the DNS-323 supports both Auto Rebuild and Manual Rebuild. Manual Rebuild is now the default
(in earlier versions of the DNS-323, Auto Rebuild was the default). Auto Rebuild allows a degraded RAID 1 array to
be automatically rebuilt when a failed hard drive is replaced by restoring data from the existing hard drive to the newly
inserted hard drive. Please note that rebuilding will erase all data on the newly inserted drive.

Click Set RAID Type and Re-Format to change the
current drive configuration.

The DNS-323 allows you to change the drive
configuration from Standard to RAID 1, without losing sooe | aovanceo [ v suppoRT

any data B |ARD DRIVE CONFIGURATION :

RAID CONFIGLINUATION aloves vou B0 change yvoud hard drve configueation, o formal 3 nowly
roerted hard dove, Plese note that formatting a hard drive will erese any data that was doied
on the haed dive,

AUTD-REBUILD CONFIGURATION alows you to enable or diatile the Auto-Rebuld feature.
Youl can also manualy rebuld by cickng the Manualy Rebuld How button. Mease note that
rebulding will erase 3 data on the newly merbed dove,

RAID CONFIGURATION -

Currant RAID Typa @

Violeme_1 @ Standard

S AND Tope st racFoomal

AUTO-REBUILD COMFIGURATION :
Eradile Auto-Rebuid

¥ Disable Auto-febuid
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A pop-up window will appear with the drive configuration options.

DNS-323

Choose the RAID option you want to implement, by clicking the HARD DRIVE CONFIGURATION:

appropriate radio button and press Next button.
Select a RAID type: (2 Standard (Individual Disks)
2 IBOD (Linear - Combines Both Disks)

The steps for configuring RAID are identical to the steps carried out ORAD 0 (Stiping - Best Performance)

earlier from the Getting Started section of the manual. ORAID 1 (Minoring - Kesps Data Safe)
Wendor Maode| Serial Number Sizer
Hitachi HOS728020PLA3E0 | PFDBWISWT2W4H | 82 GB
Hitachi HODS728080PLA3S0 | PFDEW3SWSIPDLW |82 GB

Copyright @ 2008 D-Link CorporationfD-Link Systems, Inc.
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What is RAID?

RAID, short for Redundant Array of Independent Disks, is a combination of two or more disks with the aim of providing
fault tolerance and improving performance. There are several different levels of RAID, with each providing a different
method of sharing or distributing data amongst the drives. The DNS-323 supports RAID levels 0 and 1.

RAID 0

RAID 1

RAID 0 provides data striping, which spreads
out blocks of data over both drives, but does
not provide data redundancy.

Although performance is improved, the lack of
fault tolerance means that if one drive fails, all
data in the array will be lost.

RAID 1 provides mirroring over both disks, with
the same read/write speed of a single disk.
A RAID 1 array can only be as large as it’s
smallest member disk.

Because the data is stored on both disks,
RAID 1 provides fault tolerance and protection,
in addition to performance advantages.

RAID 0

Block 2
| Black 4
Block 6

Block 8 ]

/

Uil

agical Drive

-

RAID 1

Logical Drive

Physical Disks

Physical Disks
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DDNS

The DDNS feature allows you to host a server (Web, FTP, Game Server, etc...) using a domain name that you have
purchased (www.whateveryournameis.com) with your dynamically assigned IP address. Most broadband Internet
Service Providers assign dynamic (changing) IP addresses. Using a DDNS service provider, your friends can enter
your domain name to connect to your server no matter what your IP address is.

DDNS

Server Address

Host Name

Username or Key

Password or Key

Verify Password
or Key

Status

Select Enable or Disable.

Select a DDNS Server from the combo box
on the right hand-side, or alternatively type
in the server address manually.

Enter your fully qualified Host Name in this
field.

Enter the username or key provided by
your service provider. If the Dynamic DNS
provider supplies only a key, enter that key
in three fields.

Enter your DDNS password or key.
Re-type the password or key provided by
your service provider. If the Dynamic DNS
provider supplies only a key, enter that key
in the three fields.

Displays your DDNS status.

Tha Dyrmamic DHE featura allows you to hest @ servar (Web, FTP, Game Server, tc..) usng a
doman rame that you have purchased (waw. mameds.com) with your d

assgned [P addnece. Most broadband Intemet Senace Providers acagn dyname [changing) @
addresses. Usng 3 DONS séndice provider, your friends can enter your host name 1o connect to
youl HAS nd rmatter what your 1P address B,

Sxn p Yo D-Link's Frow DDNE sendce ot s, DUGKDOHE som
| savesetsngs || DoritSave Semngs

DONS SETTINGS :

oo @ Enable ) Dsable

Server Address %« | Select Dymamc G Server =
il ':-:-l“m DR Srnds

Hind Marna {e.g B ceng oo

wevel . CynDRS, ang (Cuadsm)

\Usemame or Kay weeces PryrDR . ceg Free)

Paswvord or Key

Verly Password or Ky

ST

SUFFORT
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Status

Device Information

LAN Info  Displays the local network settings of | s
the DNS-323. :
D-Link ———————
Device Info Displays the workgroup, name, |
description and current temperature of (222 N I R o [
the DNS-323. DEVICE INFORMATION :
Virw 3 sumirary of device nformation hare,
Printer Info Displays information for a connected _
USB printer' 1 Address: 192, 168.1.193
Subnet Mask: 255,255.255.0
If your computer is having problems m‘ﬂﬂﬁ;.‘;’,‘iﬁﬁ;.‘mu,
printing to the DNS-323, you can click the ows2:
Clear Print Queule(s) button to remove oo |
any print jobs that may be causing your Workgroup: workgroup
computer to be unable to print. Description: DHS-323

Systom Temperature: 1165F [ 4790

Manufacturaer: Bons

Hard Drive Displays the hard drive information, Product: Hone _
Info including the disk mode, total size, used m———
and remaining drive space.
Total Drivels): 1
Total Hard mmﬁm ::'3?4 l'\l'IH

Used Space: 10092 MB
Unused Spaca: 973361 MB

PFHYSICAL DISK INHD @

Shot  Vendor Mol Serial Mumbser

1 Seagate ET21000340A5 SQIALGE
2
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Support

The DNS-323 Support page provides a menu of Support topics explaining the features of the device.

DNS-323 // SETUP ADVANCED TOOLS STATUS SUPPORT

ADVANCED
s USERS/GROUPS
» QUOTAS
s NETWORKACCESS
e ETP SERVER
-
L]
-
-

UPnP AV SERVER
iTunes SERVER
DHCP SERVER
LLTD

TOOLS
s ADMIN PASSWORD
» TIME
= SYSTEM
o FIRLWARE
-
L]
-
-

E-MAIL ALERTS
POWER MANAGEMENT
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Mapping a Drive

You can use the D-Link Easy Search Utility to map drives to your computer. Insert the DNS-323 CD into your CD-
ROM drive.

INS-323 2-BAY NETWORK STORAGE ENCLOSURE

Click Easy Search Utility. & Easy Search Utility

= Backup Software
@ View0IG

= View Manual

& Adobe™ Reader
& Special Offers

& Support

The Easy Search Utility will load and detect any DNS-323 devices that are on the local network.
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If the DNS-323 you are working with does not show up in the device list, click Refresh.

ID D-Link Easy Search Utility

: Storage Device

IP
192.163.0.32

Mame
dlink-AD0FAZ

Highlight an available DNS-323. '——}

Dtive Mapping

able Drive Letters

H: b

Yolume Mame Location

All available volumes will be displayed
under Drive Mapping. Highlightthe volume
you want to map to your computer.

Connect

Select an available drive letter from the

drop-down menu and click Connect. )

Once connected, your mapped drive(s) will appear in My Computer.
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Double-click the My Computer
icon on your desktop.

Double-click on the mapped

L

My Documents

Recyde Bin

"

Internet
Explarer

rr——

74 start

T by Compuing

e [F Yes Fgets

drive to access the files and
folders.
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Download Scheduling

The DNS-323 Download Scheduling feature allows you to schedule folder or file downloads and backup sessions.

Begin by accessing the web-based configuration utility of your DNS-323:

[N5-323 2-BAY NETWORK STORAGE ENCLOSURE

Click Easy Search Utility. r

Highlight an available DNS-323
and click Configuration to access
the web-based utility.

@ Vew Mam
m Maba™ Reader
= Special Hfen

Suppard

ID D-Link Easy Search Utility
Metwoark Storage Device

Mame IP Metmask Refresh
dlink-ADOF &3 192168032 2552552550 192165.01

Configuration

Language

BitTorrent
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The DNS-323 login screen will appear:

Type admin for the username and
leave the password field blank by
default or your new password.

Click Downloads £

#

— =
DNE5-323

Llser Marne, |

Password: |

[ Zonfiguration ] [ Downloads ]

STORAGE

The DNS-323’s Download Scheduling configuration page will appear.
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Schedule Downloads

Scheduling  Configure download and backup schedules
Settings here.

Schedule List The Schedule List will dISplay all Completed, BnNS-323 ‘n"f | DitTorrent SUPPORT
active, and pending scheduled downloads ‘scheduling Settings :

and baCku pS CGOUT Schodule downloads of fles and folders from an FTIR server, web serer, or ieal notwork chano.

[ ssvesetmnge | [ Dontsevesemnge |

Il-ﬂDElG':Tllﬂd Account @ ANDNYIMOUS

Lisar Nama

Passaond

Tyne Fie =
URL Test| [Local |

Save To | Brewse |

Daa: 11 =/ OF7 = 2008 =
Vit Tme:09 =:41 =
Racuming ~
Nacioup ot -

Incrermental Backup (Onke For Besl backup)

Status Download Path
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Login Method

Type

URL

Test

Local

Save To

When

Recurring
Backup

Incremental
Backup

Scheduling Settings

Select the appropriate login method SCHEDULING SETTINGS :

to access the files for download. If the Login
site requires login credentials, select Method O Account ® anonymous
Account and enter a valid username User Marme
and password. Passwrd
Select File or Folder, depending | Type File ||
gn \{(vhat you want to download or URL
ackup.
P Save To
Enter the URL of the site or server . . -
you are initiating a transfer from. whan Date ;|03 [w|f |03 [w)f 2008 v
Time ;| 14 s |10 %]
E.g. ftp://123.456.789/Test Recurring " =)
ftp://123.456.789/test.txt Backup LA
http://www.test.com/test.txt [ClIncremental Backup (Only for local backup)
Click Test to test the URL is valid

and the user name and password
are correct.

Click Local to set the source file or folder from one of the internal drive volumes. Click Browse to select the file or folder,
and click Ok to accept the network path.

Enter a valid destination drive on the DNS-323, or click Browse to select the destination.
Enter the date and time you want the scheduled backup or download to occur.
Designate the interval and time you want the backup or download to run unattended.

By default all local backups and file/folder downloads are in Overwrite mode, meaning that identical files in the destination
folder will be overwritten by the source files. Checking Incremental Backup will have the DNS-323 compare identical
file names at the source and destination. Files will only be overwritten if the source file is more recent edited.
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BitTorrent

The DNS-323 features a built-in BitTorrent Manager allowing you to Download and Upload Torrents with the
DNS-323.

Installing BitTorrent

To install the BitTorrent program, insert the DNS-323 CD into your CD-ROM and launch the Easy Search Utility.

@D—Link Easy Search Util el

Network Storage Device

. . . j | Gateway ] Refresh
Highlight the DNS-323 and click the N | e
BitTorrent button Configuration

Language

BitTorrent

LAN
1P:

Netmask :

Location
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When the BitTorrent installation has completed, the
following window will appear to indicate that the
DNS-323 is restarting:

After restarting, the Easy Search utility shows the
BitTorrent installation as a volume on the DNS-323

BitTorrent is appearing as a volume. '

The system iz restarting. Please wait a moment.

[¥] D-Link Easy Search Utility

Network Storage Device

MNetmask :

Gateway :

Location

Available Drive Letters :
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BitTorrent Configuration

After installing the BitTorrent program, you can access the DNS-323 built-in BitTorrent menu by inserting the DNS-323
CD into your CD-ROM and launching the Easy Search Utility. To access the BitTorrent menu access the configuration
of the DNS-323.

323 2-BAY NETWORK STORAGE ENCLOSURE

Click Easy Search Utility. ' 'y = Easy Search Uil

@ Backup Software
= View QIG

= View Manual

@ Adobe” Reader
= Special Offers

= Support
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Highlight an available DNS-323 and click
Configuration to access the web-based utility. I D-Link Easy Search Utility

Metwork Storane Device

Matne IP Metmaszk Refrezh

dllirk-&,00F 2,3 192168032 2552552550 19216301
Configuration

Language

Bt Torrent

The DNS-323 login screen will appear.

Type admin for the username
and leave the password field
blank. Click Downloads. » User Name ;

Password :

Configuration ] [ Downloads ]

STORAGE
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Product Page: DNS-323 Firmware Version: 1.06

On the following screen click on the BitTorrent
option to access the BitTorrent settings:

You can add Torrents from either a URL or
from a file on your PC.

as

Here you can configure your BitTorrent download rmanager settings.

Port Settings:

@ Default (5381)
@ Custom

Inceming connections port:

Bandwidth Management:

@ Automatic

) Manual
Maximum download rate (kBis):
Maximum upload rate (kBis):
Max. upload rate when seeding (kB/s)

Seeding:

@ Seed until removed
) Stop seeding when ratio reaches %

) Stop seeding after (Minutes)

_Save || Cancel
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Adding a Torrent From URL

To add a Torrent from a URL

e Click the Add Torrent from URL checkbox.

* Type in the URL of the website where you will
download the Torrent from and click the Add
button.

The Torrent will now appear in the Downloads list.

There are currently no torrents, Add a torrent above.
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Adding a Torrent From File

To add a Torrent from a File

e Click the Add Torrent from File checkbox. schedute vownioads [ I =~ svrron

e Click the Browse button.  Downloads

* Navigate to the folder where the Torrents are
located on your PC and click the Add button.

The Torrent will now appear in the Downloads list.

O Asd Tearant From URL  §F Afd Tearert From File

There are currently no torrents. Add a torrent above,
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Torrent Settings

Click the Settings link in the BitTorrent menu to change the Bit Torrent settings.

You can use the radio buttons on this screen to customize the Bit Torrent Settings of the DNS-323.

Port Settings Select the appropriate login method to :
access the files for download. If the site

requires login credentials, select Account  [ows-s2sJf EEEIET—. o (TG

and enter a valid username and password. GG

Here you can configure your BeToment download manager settings.

Bandwidth To manually set the Bandwidth Management
Management click the Manual radio button and type in

the Maximum download rate, Maximum Port Settings:
upload rate and Maximum upload rate when ® Detaut 6361)
seeding in the appropriate text boxes. St

Incaming comneciang pat

Bandwidth Management:

Seeding Select the appropriate seeding option from
the radio buttons.

& Autemabec

Manizal

Mo Sownboad rale (k)
Mazimum wpload rale (ki)

Max upboad rale when seeding (KBG)

When you have finished click the Save
button.

Seeding:

& Seed until removed
St0p Seeding wiken raio reaches b
Stop sescing sfher (Mirnles )

_Save  Cancel
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Downloads Support

The DNS-323 features support files to help you with the Downloads features.

Click on the Support option to view the [
Downloads Support files:

Schedule Downloads BitTorrent |

SUPPORT

eI Wm&u
v

Scheduler
o Scheduling Seftings
e Schedule list

BitTorrent

+ Downloads
o BifTorrent

Firmware Version: 1.06
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USB Print Server

The DNS-323 features a built-in USB print server, giving users the ability to share a printer on their local network.
Connect a USB printer to the USB port on the back of the DNS-323. It is important to ensure that any of the printer
manufacturer’s drivers are already installed on any computer you want to print from.

To add a printer:

J My Dttty

o) My Beoenl Dotumarnls  F

- § My Pitares
. Cammand Prampl ':. it
1._] o oty Ccurrguat e

Ny My hetwork Places

S et Py o Aiceas and
W Corpns

Click Start, and select Printers and Faxes.

B 8] o o

£y tart o8 Ly s
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*® Printers and Faxes

File Edit ‘“iew Favorites Tools Help

1 ] @, o
<, 2 1.-? 7’ Search = Folders E

Address |C‘;‘, Printers and Faxes

Printer Tasks

Select Add a printer L [B] £dd a printer
ﬁ

&5 Setup Faxing
Start the Add Printer Wizard, which helps vou install a printer. l

See Also

[2] Troubleshoak printing
@) Get help with printing

Other Places

[F Contral Panel

% Scanners and Cameras
hD My Docurents

liﬂ My Pictures

g My Computer

The Windows® Add Printer Wizard will launch:  TT——

Welcome to the Add Printer
@ Wizard

Thiz wizard helps you inztall a printer or make printer
connections.

& If pou have a Plug and Play printer that uses USE
\l) or & hot pluggable port such as IEEE 1394 or
infrared, you do not need to use this wizard. Attach
and turm on your printer, and 'Windows will install it
far you,

For more information about installing this type of
Plug and Play printer, see Printer Help.

To continue, click Nest.

| Mewt > |[ Cancel

Click Next to continue. " T

D-Link DNS-323 User Manual

72



Section 3 - Configuration

Add Printer Wizard

Local or Network Printer
The wizard needs to know which tupe of printer to et up.

Select the option that describes the printer you want to uze:

() Local printer attached ta this computer

& To zet up a network printer that iz not attached to a print server,

\l) uze the "'Local printer' option.

< Back ” Mest > l[ Cancel

When prompted to choose a local, or network
printer, select A network printer, or a printer T

attached to another computer. Click Next
to continue. l

Specify a Printer
If pou don't know the name or address of the printer. you can search for a printer

that meets your needs.

‘what printer do you want ko connect to?

(O Connect ta this printer [or to browse for a printer, select this option and click Next):

Mame: | |

Example: Yhzerver\printer

() Cornect to a printer an the Interet or on a hame: or affice netwark:

URL: | |

Example: http: /¢ zerver/printers/myprinter/. printer

< Back ” Mest > ][ Cancel

Select Browse for a printer and click Next | T
to continue. J
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Add Printer Wizard

Browse for Printer
Wwhen the list of printers appears, select the one you want to use.

Printer:

Shared printers:
5 Microsoft Wwindows Netwark
= WORKGROUP

Double-click DNS-323 from the Shared
Printers list to expand the tree.

Prirter information
Caomment:
Statuz: Drocuments waiting:

< Back “ MNest > l[ Cancel

Add Printer Wizard

Browse for Printer
wihen the list of printers appears, select the one you want to uge.

Printer: |\\dns-323\lp

Shared printers:
%t Microsoft windows Netwark,

USE Printer

Pririter infarmation
Comment.  USE Printer
Status: Ready Documents waiting: ]

< Back ” MHeut » l[ Cancel

Select the available USB printer, and click T
Next to continue.
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The following printer driver messages will appear:

Ving e o 10 et Do & printer o dris- 38, i vl automaticaly irgtall & prind drfeer on i mathine,
1 Priftae e Fury DSRERN VIRLAE O STitE ERAE 280 B Rl BS o fampubar. [ EOSIERRE B B cartain Bt
fhes computer sharing ths prinber & Enesbworthry, Wioukd you e b continus?

Click Yes to continue. F

y C= 1w )

Click OK to continue and select|

Connect to Frioter

' Tha sarenr Far tha prinbi Sobs nak hava B oot printer drver nitalad. IF you mank b2 sadedh for i petnsr

ohriver, ok, D4, Otherwise, Clck Carcel and conbact wour ekvark. Sominist sher or arigingl equipment marufacturer
Tow thee Comvect prortier direey

a printer driver. '

g

Add Printer Wizard

=1 Select the manufacturer and model of pour printer. |f your printer came with
5 an inztallation dizk, click Hawe Disk. If your printer iz not listed, conzult your
printer documentation for a compatible printer.

M arufacturer A | Printers =~
Agfa — | | B AGFA-AccuSet v52.3 B
Alps S AGFA-AcouS etSF B2 3

QEE:E 5 BGFAAcouS et 800

APS-PS Egh £GFAAccuS et BOOSF v52.3

AST b, QAGFA-AccuSet 2005F »2013.108 M

Select the appropriate printer driver from the

& Thiz driver iz digitally signed. _ }
ell me why diver sighing iz imporkant

list and click OK to complete the wizard. If the
driver is not in the list, select Have Disk.

X

0K, |[ Cancel ]
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Insert the print driver CD or browse to the |

Install From Disk fg|

Ingert the manufacturer's installation disk, and then
L make sure that the comect drive is selected below,

LCopy manufacturer's files from:

|ﬁ V| [ Browse... ]

appropriate directory. '

Select the appropriate driver file, and click |

Locate File

Look in: | CJ by Computer vl o ? “ Y

e Local Disk (23

s DV D-RO D (D)

o ARTHURS LUSE (E:)

|-5) shared Documents

|C5) Administrator's Documents

File name: * i v | Open l
Files of twpe: E

Open to continue. '

Install From Disk [g|

Insert the manufacturer's installation disk, and then
L make sure that the corect drive is selected below.
Eﬁl

Click OK to continue.'

LCopy manufacturer's files from:

E:\PloglamFiIes\EF’SDN\PrinterDriverTemp\SPSEvl | Browse.. |
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Verify if the driver is correct, and click OK |

Ly Select the manufacturer and model of your printer. [f your printer came with
S an installation disk, click Hawe Disk. I your printer is not listed, consult your
printer documentation for a compatible printer.

Printers

_g Thiz driver iz digitally signed.

Tell me why driver signing is important

[ DK |[ Cancel ]

T

to continue. J

The wizard will install the printer drivers, and
return a completion screen. Click Finish.

Add Printer, Wizard

Completing the Add Printer
. Wizard

You have successfully completed the Add Printer ‘wWizard.
‘t'ou specified the following printer settings:

Mame: Ip on dne-323
Drefault: Yes

Loeation:

Comment:

To close this wizard, click Finizh.

Finizh
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The printer should now appear as an
available printer.

B Printors and §axes

Bl E&t Yew Fpodes Took Hep
¢ ) ,"'/'mm., Fokders | [T03]*

hifdesn | Proeers sl Fares

Printer Toslks

ng Aol agrwde

5 Fehuplaseeg

Sex Alsw

) troublestack preing
Rg} ot ke vath prviy

Mmber Plaies

[} srerg ignel
= Scorney and Cameras

) My Documents
o My Ptures
u My Cragiiem
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USB Battery Backup

The DNS-323 supports a battery backup, or uninterruptible power supply (UPS). Connect the UPS to the USB port on
the back of the DNS-323. You will see the UPS listed on the Device Information window (Status > Device Info) under
UPS Info.

To add an uninterruptible power supply, carry out
the following steps:

1.

2.

o 0k

Turn off the DNS-323 if it is not already
powered down.

Connect the UPS to the USB port on the back
of the DNS-323.

Connect the power of the DNS-323 to the
UPS.

Turn on the UPS.

Turn on the DNS-323.

Verify the UPS is properly connected and
powered on by going to the Device Information
window (pictured on the right) and confirming
the UPS is listed in the UPS Info section.

BEVICE INFORMATION -

Wiew @ sursrmary of dencs mlommation Bere,

1P Adddress: 197, 166,
Subnet Mask: 255,255,

1193
255.0

Gatewary 1P Address: 193, 168.1.1
Mac Sddres: 00 19:58: 20:04: 01

D51 192160,

DS

1.1

DEVICE TRPo :

Workgroap: workgroup

Hanwe: DRS-323
Deesscription: DRS-333

System Temparature: | 147%F [ 465

HARD DRIV INFO ;

Hanufacturer: Rome
Product: Bome

Clear prink queue(s)

Total Drwedsk: 1

Wolumes: Hanses Violumee_1
Tatal Hard Drive Capacity: $83454 HB
(= ]

Spaces 5530 HB

Unused Space: 977015 MB

PHYSICAL DISK INFO :

Shat  Verular

1
2

Seagate

Mushel

STILO0NISNAS

Forial Mismbser

SR8

Birw

1000 &
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Using FireFTP

The DNS-323 supports FireFTP, an open source, cross-platform FTP client for Mozilla Firefox users that want to use
FTP or FTPS. To use FireFTP, follow the directions below.

From the Tools menu, click FireFTP to start the T — -
FireFTP FTP client. ——

Create a new connection.

......

--------------
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Set the IP address and user account on the Main
tab of the Account Manager window to login to the
DNS-323 FTP server. Click OK.

Go to the Connection tab of the Account Manager
window and set the security function to “Auth TLS
(Best)” mode. Press OK to finish the setting.

Account Manager

Plnin | Connection | Advanced |

Pnin Dietails
Account Narme:
Host: |
(2]

Lagar:

Password:

Calpgong:

]

Aponymous

.“I'.-'E-IIL'-_ _] I Cancel |
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You will now see a series of pop-up warning
messages that look similar to these depicted on the
right. Click the buttons which are marked with a red
frame to continue. Click the Or you can add an
exception... button.

Click the Add exception... button

Click the Get Certificate button.

Secure Connection Failed!

9 W AR MIMG!

X

192.163.1.192 uses an invalid security certificate.

- The certificate is only walid for 192.165.0.101.
- The certificate does not come From a trusted source,

This could be a problern with the server's configuration,
ot it could be someone trving ko impersonate the server,

If wou have connected to this server successfully in the past,
the error maw be kemporary, and wou can try again lakter.

Cancel | [ Cr wou can add an excepkion. ..

Secure

onneclion Failed!

Vous shoadd nok add an eccceprion IF pou are using an internet connection that yau do not bruse
comnpletehs or i you are rot used Lo seeirrg & warmisg for Lhis sarvar,

I Zak e oul of harel [ Aadd exceplion, .. ]

Add Security Exceplion

L Legit il o Baarks, slores, arel ol bee pubilic sibes weill ool ask you oo Ehis.
I_. -
Sarvear
Location: | [EENEENNEETET] E ek Certificate

Cwrbil icale Thalu

YWou are about bo override how Firefox identifes this site.
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Click the Confirm Security Exception button.

Press the Connect button to connect to the DNS-323

FTP server.

Add Security Exception r$_<|

I Legitimate banks, stores, and other public sites will not ask you to do this.

Serwver

Locstion: | 192.168.1.192:21 | | met certificate |

Cetrtificabe Status

This site aktempts bo identify itself with invalid informakion,

Wrong Site

Zertificate belongs ko a different site, which could indicate an identity theft.
Unknown Identity

Zertificate is not trusted, because it hasn't been werified by a recognized authority.

You are abouk bo override how Firefox identifies this sike.

Permanently store this exception

Zonfirm Security Excepkion ] [ Zancel

©J Firal TP - Mozilla Firafox
Bl [de  Wew  Hetory  Qookmarks  Toclke sk
c il & oo fralinjcontent frsftn,nd ol |G F,
W Mend Vel iR Gedbing arkod . Labedt Hoodioes
o va Louitumun| Took pelo
r ﬂ:’. e ¥ Drowse | | Ll -
s | *| | Name ¢ Soel Type | Date l"!:,- o (=] [I‘Hme e Type Dt 8
= | Dol m i': JDwt.. SeplSl..| L] ‘||
Ackiristr. Clloca Lo ] |
et | Freg o 5 e
e e e 4 11
e |t oep bt Sep25i. |
oo fEco. o s Sepasi " !
™ Shen KB N Novd 0 "l
SEs & EITT -
Log | Cussig
Locs Litng: 7 objech(s), 006 el ek Shate Ave Ly
Dewa
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This window indicates you have made a successful
connection.

) MyFtp - FireF TP - Mozilla Firefox

=IE

File Edit \iew History Bookmarks Tools Help
- g fr | & | chrome:/ffireftp/content firsftp,xul 77 - G- yel
(5] Mast Visited P Getting Started 5 | Latest Headines
|M5~'Ftp V| Qisconnecté Edit Abort | Izog,l'Queue| Tools  Help
(i} e] |C:'|, | Browse Gh @ | G § V| Change
== Mame ¢ Sizel Type  Date | BR ; ; == Name ¢ Size Type | Date BB
[IDocuments and o 1Docu... Sep251... |: ZIvalume_1 A Volume... 4 KB MNov 3 14:...
[ ZiLocalRecord TiLocal... Sep 263
| IPragram Files [ IPragr ... Mow 561,
[Crwinoows | SwInD... Mow 4 11,
|Elauto.. 0kE bat  Sepasi. | :
\Bconr.. oke sys sepesi. | R
4 Bwin3z.. 1KE ini Mow & 10... ‘
< | > <
. Y
FireFTP 1.0.2 '"Human Being’ g} =
220----mmmees Welcorne to Pure-FTPd [TLS] ----------
220-You are user number 1 of 10 allowed,
z20-Local time is now 11:50, Server port: 21, D
220 vou will be disconnected after 2 minutes of inactivity.
AUTH TLS
234 ALUTH TLS OK.
FBSZ 0
Z00 PBEZ=0
USER ul
331 User ul Ok, Password reguired
PASS (password not shown)
230 OK. Current restricted directary is /

|£

IE| Queue|
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Storing non-English Character Files

If you are using firmware 1.04 or higher by default, the DNS-323 will support Unicode which is an industry standard
allowing computers to consistently represent and manipulate text expressed in most of the world’s writing formats.
However, if you were using an earlier version of firmware (1.03 or earlier) and have just upgraded to 1.04 or higher,
Unicode will not be supported until you have reformatted the hard drives in your DNS-323. If you wish to store
non-English character files, but do not want to reformat your hard drives, you will need to change the Language setting
of the device to ensure compatibility with those files.

Follow the Easy Search Utility steps below to change the language of your device if you have chosen to not reformat
your hard drives.

Insert the DNS-323 CD into your CD-ROM drive.

DNS-323 2-BAY NETWORK STORAGE ENCLOSURE

Click Easy Search Utility '
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D D-Link Lasy Search Liility

Highlight an available DNS-323 and click Language. }
—

Select the appropriate language from the drop-down
menu and click OK.
Langusge :

) I

Wizstern Europesan

Simplified Chineze .
Wiestern European
Japanese SIS
Horean Hangul
Cyrillic

The DNS-323 will restart. '

The DMS-323 is restarting. Please wait a moment.

Note: Changing the language setting will NOT change the display language
of the user interface. It is only for supporting non-English character file | b1 |
names.

D-Link DNS-323 User Manual 86



Section 3 - Configuration

Replacing or Adding a New Hard Drive

It is recommended that you backup your important files before replacing or adding a new hard drive to the DNS-323.

Replacing a Hard Drive:

Please make sure the power is off before replacing a hard drive. After you install the new drive, turn on the DNS-323
and then connect to the Web Ul. The DNS-323 will prompt you to format the new drive (Standard, RAID 1 mode) or
both drives (JBOD, RAID 0 mode).

Adding a New Hard Drive:

The DNS-323 is able to work with one single hard drive under Standard mode. Please make sure the power is off
before installing a second hard drive.

After you install the new drive, turn on the DNS-323 and then connect to the Web Ul. The DNS-323 will prompt you
to format the new drive.

Note: Formatting a hard drive will erase the data stored on the hard drive. Please backup important data before
formatting a hard drive.
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After you install the new drive, turn on the DNS-323 and then connect to the Web Ul. The DNS-323 will prompt you
to format the new drive.

You will now have two choices for your disk
configuration:

HARD DRIVE SETTINGS:
 |f you want to configure the new disk as a Your new, second hard drive will now be formatted. The existing hard drive

il not | data,
separate volume, press the Next button. R

« If you want to configure the new disk in the i s sl ) s
DNS-323 1o use RAID 1, click the Reconfigure WDC WD 7S00AAKS-00REA | WD-WCAPTOZ72612 | 750 GB
to RAID 1 check box and click the Next ™ Reconfigure to RAID 1
button.
Skip | Mexk |

Note: Formatting a hard drive will erase the data stored on the hard drive. Please backup important data before
formatting a hard drive.
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The following message will display when the
formatting has completed:

Press the Restart button to continue.

D-Link
DM5-323

[rovarmeouts 0

Yalurme Marne File System Forrnat Result
Yalume_2 EXTZ SLICCESS
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